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Declaration

Thank you for choosing our product. Before using the product, read this manual carefully.

The contents of this manual cannot be copied or reproduced wholly or partially in any form without the
written permission of InHand.

Due to the continuous updating of products, information in this document cannot be completely consistent
with actual products. The actual system functions shall prevail. InHand will update this document with the
update of system functions. Please find the latest information in the official of InHand or the InConnect

platform.

© 2019 InHand Networks. All rights reserved.

Conventions

Content in it indicates a button name. For example, the OK button.

nn

"

Content in "" indicates a window name or menu name. For example, the pop-up window

"New User".

A multi-level menu is separated by the double brackets ">>". For example, the multi-level

> menu File >> New >> Folder indicates the menu item [Folder] under the sub-menu [New],
which is under the menu [File].
A Caution | It means reader be careful. Improper action may result in data loss or damage to device.
 Note Notes contain detailed descriptions and helpful suggestions.
Technical Support

support@inhandnetworks.com
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1. About InConnect

InHand Connect Service cloud platform (hereinafter referred to as InConnect) is a "one-stop" networking service
provided for enterprise customers. It features user-friendly interface and simple operations. InConnect can be used
together with InHand networking equipment highly recognized by global customers to help you quickly access
global business outlets anytime anywhere, and achieve secure and stable interconnection of equipment and data
exchange in different regions, promoting enterprise informatization construction and digital transformation.
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2. Registration and Login

1. Registration

In a browser, enter https://ics.inhandnetworks.com to access the registration page of InConnect. The Google
Chrome browser is recommended.

2. Login

After successful registration, enter the email account used for registration and password to log in to InConnect.
After login, change the password and bind a mobile phone number on the Settings page. Next time you can
use the bound mobile phone number for login.

&)

3. Connecting a Router to InConnect

After a router is added to InConnect, InConnect automatically delivers the running configuration to create a secure
network connection. To connect a router to InConnect, perform the following steps:

1. On the Sites page of InConnect, add the router.
2. On the web page of the router, connect the router to InConnect.
3. Check the connection between the router and InConnect.

The details are described below.

3.1. Adding the Router to InConnect

Before connecting the router to InConnect on the web page of the router, you need to add information about
this router again on the InConnect platform. Then, the router will automatically connect to InConnect.
InConnect can implement remote management on online routers.

1. Choose Sites>Routers, and click Add.


quot;https://ics.inhandnetworks.com&quot

Create Router/Gateway

* Device Model:
* Serial Number:
Subnet:

Network:  Default Network

Cancel Confirm

2. In the Create Router dialog box, enter the customized name and serial number of the router, select the
router model, and click OK.

Create Router/Gateway

: Device 01

* Device Model:

* Serial Number: ~ GT9022036001652

Subnet:

Network:  Default Network

Cancel Confirm

A Caution

You can view the serial number on the router nameplate or on the Web Management page of the router. The
selected router model must be correct; otherwise, connection to the router may fail.

3. Ifthe router is displayed on the Routers tab page, the router is added.



Download Client 0 @ @

Routers/Gateways 1 End Devices 0

Al 1 ® Online 0 Offline 1 % VPN State:  All Name + Add - o8
Firmware
Config @ Name Serial Number ) Virtual IP VPN State Subnet Network Tag Monthly Data Usage Action
[ Device 01 GT9022036001652 101603 Neverlogged in ~ 10.16.32.0/24 Default Network 0.008 =] a I
>
20/ page

«

4. InConnect allocates a virtual IP address for the added router. After the InConnect client is installed and
configured, you can use this virtual IP address to remotely access the router. For details about how to
install the client, see 4. Using the Client.

3.2. Connecting a Router to InConnect

After adding a router to InConnect, you need to connect the router to InConnect on the web page of the
router. Before configuration, ensure that the router is already connected to the network. For details about how
to connect devices to the network, see the appendix.

A Caution

The configuration method varies with different product series. Ensure that you refer to the same series of
products for configuration according to the equipment in your hand.

The interface varies with the firmware version of the router, and the actual interface should prevail.

3.2.1. IR300-Series Routers

1. After connecting a router to a PC, access 192.168.2.1 in the browser.

2. On the login page, enter the initial login information to go to the web page of the router. The default
login account is adm and the password is 123456.

A Caution

To ensure security, it is recommended that you change the default login password after the initial login, and
properly keep the password.

3. On the web page of the router, choose Services>Device Manager and complete the following settings:

1. Set Service Type to InConnect Service.
2. Set Server to ics.inhandnetworks.com.
3. In the Registered Account text box, enter the email account that you use to register the InConnect

account. If you do not have an InConnect account, click Sign up/Sign in to register an account,
and specify Registered Account here.



inhand

System Network Services Firewall QoS VPN Tools Status

Your password have security risk, please click here to change!

Application

Device Manager

Enable

Service Type

Secure Channel

Registered Account [ox@inhand.com.cn |Sign up/Sign in
LBS info Upload Interval Hours

Series Info Upload Interval f  Hours

Channel Keepalive B0 seconds

Apply Cancel ‘

Click Apply. If the status displayed on the Services>Device Manager page is Connected, the
router is connected to InConnect. If the status is Registering, please check whether the router has

been added to the platform.

inhand

System Network Services Firewall QoS VPN Tools Application

Status

Your password have security risk, please click here to change!

Device Manager

Connect Status Connected

3.2.2. IR600-Series Routers

1.
2.

login account is adm and the password is 123456.

After connecting a router to a PC, access 192.168.2.1 in the browser.

On the login page, enter the initial login information to go to the web page of the router. The default

A Caution

To ensure security, it is recommended that you change the default login password after the initial login, and
properly keep the password.

3.

Set Service Type to InConnect Service.

Set Server to ics.inhandnetworks.com.

On the web page of the router, choose Services>Device Manager and complete the following settings:
1.
2.
3.

In the Registered Account text box, enter the email account that you use to register the InConnect
account. If you do not have an InConnect account, click Sign up/Sign in to register an account, and

specify Registered Account here.



inhand

System Network Services Firewall QoS VPN Tools Application  Status
Your password have security risk, please click here to change!

Device Manager L:LEJ
Enable
Service Type
Secure Channel
Registered Account [ox@inhand.com.cn |Sign up/Sign in

LBS info Upload Interval 1 Hours
Series Info Upload Interval 1 Hours
Channel Keepalive 30 Seconds

Apply Cancel ‘

4. Click Apply. If the status displayed on the Services>Device Manager page is Connected, the
router is connected to InConnect. If the status is Registering, please check whether the router has
been added to the platform.

inhand

System Network Services Firewall QoS VPN Tools Application  Status

Your password have security risk, please click here to change!
Device Manager

Connect Status Connected

3.2.3. IR900-Series Routers

1. Use a network cable to connect a PC to the LAN port of the router, and access 192.168.2.1 in the
browser.

2. On the login page, enter the initial login information to go to the web page of the router. The default
login account is adm and the password is 123456.

& Caution

To ensure security, it is recommended that you change the default login password after the initial login, and
properly keep the password.

3. On the web page of the router, choose Administration>Device Manager and complete the following
settings:

1. Select Device Manager Enable.
2. Set Service Type to InConnect Service.
3. Set Server Address to ics.inhandnetworks.com.

4. In the Registered Account text box, enter the email account that you use to register the InConnect
account. If you do not have an InConnect account, click Sign up/Sign in to register an account, and
specify Registered Account here.



>> Device English | &

nhand [ ‘m Device Ma..agerh |
Administration ’ Your password has security risk, please click here to change! *
Network *
Seiices * | | Device Manager Enable
Link Backup * 1| service Type
Routing * | | Server Address
Firewall * | | Secure Channel
VPN » Registered Account f com.cn |Sign up/Sign in
APP » | Site Name \ |
\ndistrial » | Asset Number ( |
i » | Show Advanced Options [m]
»

Wizards R e
Apply & Save Cancel ‘

Save Configuration
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5. Click Apply & Save. If the status displayed on the Status tab page is Connected, the router is
connected to InConnect. If the status is Registering, please check whether the router has been
added to the platform.

Administration > > Device Manager

inhand

| Status|| It
Administration L
Network 4 .
i 5 Device Manager
Link Backup L2 Device Manager Connected
Routing » Description Connection Accepted
Firewall LS
VPN ’
APP r
Industrial k
Tools E
Wizards b

3.2.4. IG500-Series Routers

1. Use a network cable to connect a PC to the FEO/1 port of the router, and access 192.168.1.1 in the
browser.

2. On the login page, enter the initial login information to go to the web page of the router. The default
login account is adm and the password is 123456.

A Caution

To ensure security, it is recommended that you change the default login password after the initial login, and
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properly keep the password.

3.

On the web page of the router, choose System>InHand Cloud and complete the following settings:

1.  On the InHand Connect Service tab page, set Server Address to ics.inhandnetworks.com and
Registered Account to the email account that you use to register the InConnect account. If you do
not have an InConnect account, click Sign up/Sign in to register an account, and specify

Registered Account here.

2. Click Submit. The router starts to setting up a connection with InConnect. After the connection is
set up, the following message is displayed on the status bar: "Status: Connected; State Description:
Connection Accepted". If the status is Registering, please check whether the router has been added

to the platform.

m InGateway © overview &4 Network @ Edge Computing b System B8 Advanced adm @

InHand Cloud

System Time
InHand Connect Service InHand Device Manager InHand iSCADA Cloud
Log e

Status: Connected

Configuration Management

State Description: Connection Accepted
InHand Cloud |

Enable: @

* Server Address ics.inhandnetworks.com Sign Up/Login

Firmware Upgrade

Access Tools * Register Account: xx@inhand.com.cn

Advanced Settings >
User Management

Reboot

Network Tools

3rd Party Notification

3.2.5. IG900-Series Routers

1.

2.

Use a network cable to connect a PC to the GEO/2 port of the router, and access 192.168.2.1 in the

browser.

On the login page, enter the initial login information to go to the web page of the router. The default

login account is adm and the password is 123456.

A Caution

To ensure security, it is recommended that you change the default login password after the initial login, and

properly keep the password.

3.

On the web page of the router, choose System>InHand Cloud and complete the following settings:

1.  On the InHand Connect Service tab page, set Server Address to ics.inhandnetworks.com and
Registered Account to the email account that you use to register the InConnect account. If you do
not have an InConnect account, click Sign up/Sign in to register an account, and specify

Registered Account here.

2. Click Submit. The router starts to setting up a connection with InConnect. After the connection is
set up, the following message is displayed on the status bar: "Status: Connected; State Description:

Connection Accepted"”.



%:ﬂ InGateway ) Overview &n Network @@ Edge Computing 6 System 88 Advanced

Overvie System / InHand Cloud

System Time

InHand Connect Service InHand Device Manager
Log

Status: Connected

Configuration Management

State Description: Connection Accepted

nHand Cloud |
Enable:
Firmware Upgrade
* Server Address: ics.inhandnetworks.com Sign Up/Login
Access Tools * Register Account: xox@inhand.com.cn

Advanced Settings >

User Management

Reboot

3.2.6. VG710-Series Routers

1.
2.

After connecting a router to a PC, access 192.168.2.1 in the browser.

On the login page, enter the initial login information to go to the web page of the router. The default

login account is adm and the password is 123456.

A Caution

To ensure security, it is recommended that you change the default login password after the initial login, and
properly keep the password.

3. On the web page of the router, choose Administration>Device Manager and complete the following
settings:

1. Select Device Manager Enable.

2. Set Service Type to InConnect Service.

3. Set Server Address to ics.inhandnetworks.com.

4. In the Registered Account text box, enter the email account that you use to register the InConnect
account. If you do not have an InConnect account, click Sign up/Sign in to register an account, and
specify Registered Account here.

t d Administration > > Device Username: adm

an

i [ |[Device Manager “ [BLogout
Administration 4 Your password has security risk, please click here to change! =
Network ¥ [m =
Seniices " || Device Manager Enable Al 0
Routing > 1| server Address o
Firewall » || Secure Channel e =
VPN » || Registered Account f com.cn |Sign up/Sign in
APP » | Site Name [ ]
Industrial » | Asset Number [ ]
ol » | Show Advanced Options a
s N =




5. Click Apply & Save. If the status displayed on the Status tab page is Connected, the router is
connected to InConnect. If the status is Registering, please check whether the router has been

: ini: ion >> Device Username: adm
inhana sl
\ Status [“iLogout
Administration 4 Your password has security risk, please click here to change! x*
Network » —
Device Manager \Ala;a =
Services L
Link Backup » Device Manager Connected Total Alarms: 0
Routing » | | Description Connection Accepted Alarm Summary
Firewall G e v
Manual Refresh v | Refresh S
VPN 4 [EEReHeshi| Stop
APP »
Industrial >
Tools »
Wizards. 17
Save Configuration
Copyright ©2001-2022
InHand Networks Co., Ltd.
All rights reserved.

3.3. Check the connection between the router and InConnect

After the router is added to the platform and InConnect is configured on the router, check the online and VPN
status of the router.

1. After the router connects to the platform successfully, the online status of the router is displayed in green.

@ Name Serial Number @ Virtual IP VPN State Subnet Network Tag Monthly Data Usage Action
. Logged in an
}‘ Device 01 GT9022036001652 10.16.0.3 h 10.16.32.0/24 Default Network 240.13KB = S} = o
our ago

2. When the router's VPN is successfully established, its VPN status will be shown in green. If the connection
between the device and the platform is online, but the VPN is offline, you can try to connect to the VPN
again by manually triggering. Click "Send running Config" in the operation column of the
"Routers/Gateways" page.

@ Name Serial Number @ Virtual IP VPN State Subnet Network Tag Monthly Data Usage Action
Logged in an

"E”.’i':ej]‘l GT9022036001652 10.16.0.3 a9 10.16.32.0/24 Default Network 240.13KB (==} B u]
hour ago

4. Using the Client

InConnect automatically creates a secure connection channel for the connected router. You can install and
configure the client on a local PC or a mobile phone to access the secure connection channel. Then, you can use
the virtual IP address to remotely access the router and its downstream devices, implementing remote access and
control of onsite devices.

4.1. Installing and Using OpenVPN in Windows

1. Download the OpenVPN client to InConnect and install the client.

-10-



5.

InConnect Networks ~ Map  Users  Administration Download Client

Sites Home / Sites / Sites 593
Alerts i Windows 7 iPhone
Routers/Gateways 1 End Devices 0
Tasks Windows /8.1 Android
Firmware Windows 10
Config @ Name Serial Number @ Virtual IP VPN State Subnet Network Tag Monthly Data usaye Acuon
Logged in an
® ¥ Device_ 01 GT9022036001652 10.16.03 f 2 10.16.32.0/24 Default Network 240.13KB 2 B 5 0O
hour ago

[1]> 20/page

In the Users list of InConnect, download the configuration file.

InConnect Sites  Networks  Map Administration Download Client 0 @ (@
Users.
User List
Name Q %] +Add BExport
; - Virtual  Account Login Creation )
Name Email Network Tag © Multiple VPN State 2 Action
13 Status Permission Time

. Logged out 16 hours
test1@inhand.com.. test1@inhand.com.cn Default Network 101602  valid Allowed 18 hours ago & | & |Morev
ago

m 10/ page

Run the OpenVPN GUI as administrator. Right-click the icon in the lower-right corner, and choose
Import file from the shortcut menu to import the configuration file to the OpenVPN client.

Connect
Disconnect
Reconnect |

Show Status |

View Log |

Edit Config !

Clear Saved Passwords |
[ Import file... ]

Settings...
Exit |

Click Connect. When the icon turns green, the current user is connected to the secure connection
channel.

[ Connect ]

Disconnect

Reconnect

Show Status

View Log

Edit Config

Clear Saved Passwords
Import file...
Settings...

| Exit !

Test whether the virtual IP address of the router can be accessed.
o211 -

HE



*  The IP address cannot be pinged if Windows Defender Firewall is enabled. It is recommended that
you disable the firewall or enable ICMP first.

@ Customize Settings i m] x

€« « 4 @ > ControlPanel » Systemand Security » Windows Defender Firewall » Customize Settings v o Search Control Panel

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
o (O Turn on Windows Defender Firewall
Block all i c ctions,

g (® Turn off Windows Defender Firewall (net recommended)

Public network settings
° (O Turn on Windaws Defender Firewall

Black all incoming connections, including those in the |

ot yhen Windows Defender Firewall blocks 2 e

w @ Turn off Windows Defender Firewall (not recommended)

OK Cancel

*  Open Command Prompt of Windows, and ping the router’s virtual IP address 10.16.0.3. You can
obtain the virtual IP address by dragging the scroll bar on the Sites page of InConnect.

InConnect Networks ~ Map  Users  Administration Download client 0 @ @

Sites Sites. Address: ap.ics.inhandiot.com:43693
Alerts
Routers/Gateways 1 End Devices 0

Tasks

Al 1 Online 1 Offline 0 VPN State: Al Name + Add - O @
Firmware
Config Name Serial Number ) Virtual IP VPN State Subnet Network Tag Monthly Data Usage Action

Logged in an
® % Device_01 GT9022036001652 10.16.0.3 h 9 10.16.32.0/24 Default Network 241.61KB =] B8 i=1 o
our ago

[1] > 20/page

e If the IP address can be pinged, the current user is connected to the remote router, as shown in the
figure below.

Bl CAWINDOWS\system32\cmd.exe — O

imate rou

inimum = 16m

4.2. Installing and Using OpenVPN in Android

1. Scan the QR code in InConnect to download the OpenVPN client of the Android edition.

-12 -



Downloadclient Q0 @ @

Sites Home / Sites / Sites 503
Alerts Windows 7 iPhone
Routers/Gateways 1 End Devices 0
—— m
; %
Al 1 © Online 1 Offfine 0 %VPNState: Al Name A
Firmware
Config @ Name Serial Number @ virtual IP VPN State Subnet Network Tag Monthly — gRar e PEERd  acuon
Logged inan (DA
® % Device 01 GT9022036001652 101603 & 10.16.32.0/24 Default Network 241.61K 8 @
our ago a

2. Install the client. The running page is as follows:

— Import Profile

URL FILE

URL
https: |

3.
4,

Download the OpenVPN configuration file from InConnect and send the file to your mobile phone.
Tap FILE, select a configuration file, choose IMPORT>ADD, and toggle on the OpenVPN profile.

-13-



= Import Profile — Import Profile

URL FILE URL
URL Please, select .ovpn profile to import
https:.# | Location: /storagefemulated/0/Download/WeiXin
i - € Back
2| e JRL

[ yandj@inhand comcnovpn ]

< Imported Profile

ke DISCONNECTED
i)
A\

Profile Mame apicsinhandiot.com [yandj@inhand
comenl

ap.icsinhandiot.com |yandj@inhand com.enl|

[ connect after import

@

5. After OpenVPN is connected, launch the ping tool of the mobile phone, enter the router’s virtual IP
address, and test whether the address can be pinged. If the address can be pinged, the current user is
connected to the remote router.

-14 -



— Profiles

CONMNECTED 10.16.0.3 m

—
':r '.__,,;' apicsinhandiot com [yandj@inhand

comocn| @

PING 10.16.0.3 (10.16.0.3} 56{84] bytes of data.

CONMECTION STATS
64 bytes from 10.16.0.3: icmp_seg=1 =64
tme=09.6 ms
64 bytes from 10.16.0.3: icmp_seq=2 ttl=64
time=70.3 ms
64 bytes from 10.16.0.3: icmp_seq=3 ttl=64
time=67.2 ms

o KB/S I 7B/S 64 bytes from 10.16.0.3; icmp_seg=4 ttl=64
time=75.8 ms

00:00:2B 20 sec ago 64 bytes from 10.16.0.3: icmp_seq=5 tti=64
time=60.2 ms

YOou

10.16.16.1

SERVER

ap.icsinhandiotcom o

R4.222145.115

5. Connecting the Router’s Downstream Devices

You can add downstream devices of the router to InConnect so that you can remotely access and control these
devices. After a downstream device is added, InConnect automatically delivers the running configuration to create
a secure network connection.

InConnect supports two access modes: access through the virtual IP address and access through the real IP address.
The details are described below.

5.1. Access Through the Virtual IP Address

InConnect automatically maps an added downstream device (such as the PLC) to a virtual IP address. This auto
mapping mechanism can prevent access conflicts. When you are not demanding on management and usage of real
IP addresses, it is recommended that you use this access mode because it is more convenient. Access through the
virtual IP address is also the default access mode of InConnect.

Operation method 1:
1. On the Sites page, choose End Devices>Add.

-15-



Add device

Enter the name and real IP address of the downstream device, and select the site of the device, that is,
the device name added to the site.

Add device X

* Name: plc LX)

5
P
i

1P 192.168.2.215
*Site Tag: = Device_01

Virtual IP: ¢ «| 16 | = 1

Click Submit, and check the result. InConnect automatically maps the downstream device to a virtual IP
address. You can add a maximum of 254 downstream devices foreach router. As shown in the figure
below, the real IP address of the downstream device on the DeviceOl site is 192.168.2.215, and the
mapped virtual IP address is 10.16.32.1.

- 16 -



InConnect

(Y

Sites H Sites / Sites

Alerts

Routers/Gateways 1 End Devices 1

Administration

Download Client

)

Address: ap.icsinhandiot.com:43693

Tasks
Name ERCCl 2 mport  BEport O
Fimuare
Conf ) .
onhg Name 1P Address Site Tag Virtual IP Action
11oftiems < [1] > 20/ page
«

Operation method 2:

1. On the Sites page, click the router name of the target downstream device.
Networks Map

Users  Administration
& Sites ne / Sites / Sites
Alerts
Routers/Gateways 1 End Devices 0
Tasks
Al 1 «Online 1 Offline 0 VPN State
Firmware
Config ? Name Serial Number
GT9022036001652
«

2.

Go to the router management page.
Networks Map

istration

All Name.
? Virtual 1P VPN State Subnet
Logged in a few
101603 o 10.1632.0/24

seconds ago

Download Client

00 @

Address: ap.icsinhandiot.com:43693

Network Tag Monthly Data Usage

Action

Default Network 243.25K8 2 8 5 0O

20/ page

Users Admini
My < Device 01 I
Alerts
Serial Number: GT9022036001652
Tasks
Online Time: an hour ago
Firmware Virtual IP: 10.16.0.3
Config
Basic Info Cellular Signal End Devices
Detailed Information
P: 18215021232
M1
IMEI: 863138041060579
Flow Status
1.08
«

3.

Config

Device Models: 1G902
Network Tag: Default Network

Creation Time: 2023-03-01 18:11:18

Phone

Configure synchronization state: SYNC succeeded

iccip
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Download Client

©) Web management - [V

Firmware Version: 2.0.0.14249 L

Subnet: 10.1632.0/24

Update Time: 2023-02-02 09:47:37

Address: &

Login Protocol: mqtt

Total: 0.08 By Day 2023-03

Choose End Devices>Add, enter the related information, and click Submit.



Add device

Name:  ple

#1p: | 1921682215

Virtual IP

4. InConnect automatically maps the downstream device to a virtual IP address. Here, the allocated virtual
IP address is 10.16.32.1.

InConnect

| Sites

| Alerts
Tasks
Firmware

Config

< Device 01 [EZ23

Serial Number: GT9022036001652
Online Time: an hour ago

Virtual IP: 10.16.03

Basic Info Cellular Signal End Devices

Enable real IP access

Name

Name

Device Models: 16902
Network Tag: Default Network

Creation Time: 2023-03-01 18:11:18

Config

1P Address

) Web management

Firmuware Version: 2.0.0r14249 L
Subnet: 10.16.32.0/24

Update Time: 2023-03-02 09:47:37

Action

plc

1921682215

Z 1 0 I

pp—

B Export

20/ page

)

5. After you install the client on the local PC, create and configure a connection. Then, ping the virtual IP
address of the downstream device to check whether this device can be remotely accessed. If the virtual
IP address can be pinged, the remote access is successful. Now you can use the virtual IP address to
remotely access the router and its downstream devices such as PLCs and HMIs through the InConnect
maintenance channel.

B¥ C:\Windows\system32\cmd.exe

5.2. Access Through the Real IP Address

In addition to the virtual IP address, InConnect also allows you to access downstream devices such as PLCs
using the real IP addresses. When you are very demanding on management and usage of real IP addresses, it
is recommended that you use this access mode. If you use this access mode, pay attention to the IP conflict

1Ssue.
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1. Choose Sites>Routers, and select the target device name to go to the device management page.

i < Device.01 EZ T ]

B Alerts
Serial Number: GT9022036001652 Device Models: 1G902 Firmware Version: 20.0s14249 L
2 Tasks
Online Time: an hour ago Network Tag: Default Network Subnet: 10.16.32.0/24
9 Firmware Virtual IP: 10.16.0.3 Creation Time: 2023-03-01 18:11:18 Update Time: 2023-03-02 09:49:25
&5 Config
BasicInfo  Cellular Signal Config
Name IP Address Virtual IP Action
«

2. Select Enable real IP access, and configure the network segment of the target downstream device.

@ sites < Device 01 [EZ23 ) Web management "
B Alerts
Serial Number: GT9022026001652 Device Models: 16902 Firmware Version: 20014249 L
) Tasks
Online Time: an hour ago Network Tag: Defauit Network Subnet: 10.16320/24
Firmware Virtual IP: 10.16.0.3 Creation Time: 2023-03-0118:11:18 Update Time: 2023-03-02 09:49:37
53 Config
Basicinfo  Cellular Signal  End Devices  Config
Ifthe real IP segment of this router is the same as the LAN subnet of other routers, you will not be able to access other routers through the LAN after VPN connection i established.
Enable real IP access: Cancel
Name 1P Address Virtual 1P Action
«

3. Add the downstream device that needs to be accessed through the real IP address.

Add device

Name:  plc
*Ip: 192.168.2.215

Virtual IP:

Submit

4. Test the network connection.

Access through the real IP address:
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C:\Windows\system32\cmd.exe = O X

In this access mode, the IP address used is decided by you on site, and duplicate IP addresses will result in
access conflicts. To avoid this problem, you can use the "Networks" module of InConnect. For details about
this module, see 6. Network Management.

5.3. Access Through the Virtual IP Address and Real IP
Address Simultaneously

1. Choose Sites>Routers, and select the target device name to go to the device management page.

InConnect Networks ~ Map  Users  Administration Download Client ) @ .
¢ Device 01 23 2 Web management
Alerts

Serial Number: GT9022026001652 Device Models: 16902 Firmware Version: 20014249 L
Tasks

Online Time: an hour ago Subnet: 10.16.32.0
Firmware Virtual IP: 10.16.03 Creation Time: 2023-03-0118:11:18 Update Time: 2023-03-02 09:49:25
Config

Basiclnfo  Celular Signa Config

Name 1P Address Virtual IP Action

2. Select Enable real IP access, and configure the network segment of the target downstream device.

Users  Administration Download Clent 0 @ @
< Device 01 [T 1 Web management
Alerts

Serial Number: GT9022036001652 Device Models: 16902 Firmware Version: 20014249 L
Tasks

Online Time: an hour ago Network Tag: Default Network Subnet: 10.16.32.0/24

Virtual P: 10.16.03 Creation Time: 2023-03-0118:11:18 Update Time: 2023-03-02 09:49:37
Config

BasicInfo  CellularSignal ~ End Devices  Config

f the real IP segment of this router is the same s the LAN subnet of other routers, you will not be able to access other routers through the LAN after VPN connection s established

Name 1P Address Virtual IP Action

3. Add the downstream device that needs to be accessed through the real IP address.
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Add device

1P 1921682215

Virtual IP

Cancel Submit

After the device is added, InConnect automatically allocates a virtual IP address for this device. You can use
the entered real IP address and the virtual IP address allocated by the system to access the downstream
device.

Test the network connection.

Access through the virtual IP address:

B EE CAWindows\system32\cmd.exe E O X
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6. Network Management
6.1. Configuring a Mesh Network

Mesh networks are used to remotely maintain connections with devices, such as PLCs, HDMIs, and cameras.

All the newly-added routers are in Default Network, which is a mesh network. For all routers in a mesh network, real
IP access can be enabled, after which IP conflicts will be detected. If duplicated IP addresses are found, a new mesh
network must be created to configure the real IP address of the router. Alternatively, you can enable or disable real IP
addresses to avoid the conflicts and implement access through real IP address on demand.

You can also use the "Networks" module to implement authority control of network access. The details are described
below.

6.1.1. Adding a Mesh Network
1. Select Networks, and click + to add a network.

Create Network

* Network Name:

escription:

* Network Type: Mesh Network star Network [
raphic example ® - Graphic example ®
Only nodes of this network can have access to the center.

Gr:
Members of this network can connect with each other.

2.  Enter the network name, select the network type Mesh Network, and click Submit.
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Create Network

* Network Name: ‘ network0’

Description:

*+ Network Type: Mesh Network ) Star Network [0 )
Graphic example @ Graphic example @
Only nodes of this network can have access to the center.

Members of this network can connect with each other.
oneel

3. Select the network members and sites, and click Submit.

Download Client ()

InConnect Sites Networks Users Administration

€ Please select network members

Select User

Usemame

Selected 1 Item

| ] Username Email

nhand.com.cn

yandj@inhand.com.cn

Select Site

Name

Clear

Selected 1 Item e @

Serial Number

Name
Device01

RT6151944462424

4. The Network Management page is displayed.

Download Client Q1 @ .

Sites Networks Users  Administration

Networks

Networks Management

Default Network networko1
Creation Time: 2020-11-16 17:30:06 Update Time: 2020-11-16 17:30:06
networko1
Sites Users ‘Add Members
Name c
Name Signal Serial Number Subnet Virtual IP VPN State Current Version  Action
Logged in  minute
Device01 RT6151944462424 10.16.32.0/24 oggecta 2305355 2
ago

1ioftitems < [1]> 20/page

A Caution
1.

A mesh network isolates network access, that is, only users and site devices in the same mesh
network can communicate with each other. Users in a mesh network cannot access site devices of
another mesh network, and site devices in this mesh network also cannot be accessed by users of

another mesh network.

2. Default Network is a mesh network. All the newly-added router sites and users are in Default
Network. Only users and route sites in Default Network support mutual access.
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Configuration of multiple mesh networks can prevent conflicts of real IP addresses. When a user

needs to use the real IP address to access multiple terminals with the same real IP address, use either
of the following management methods:

1) The user and all terminals are in the same mesh network. When necessary, the user enables the
real IP address of a site on demand to avoid the IP conflict.

2) Add the terminals with the same real IP address to different mesh networks. When necessary,
add the user to the corresponding mesh network to obtain the access permission, which avoids
the IP conflict.

6.1.2. Adding a Site or User to a Mesh Network
1. Select the target mesh network, and click Add Members.

Download Client

0o @

InConnect

Networks

Networks Management

Default Network

Sites. Networks Users. Administration

network01

I network01

Creation Time: 2020-11-16 17:30:06

Sites Users

Name

Name Signal

Device01

Update Time: 2020-11-16 17:30:06

Serial Number Subnet D Virtual IP

RT6151944462424 10.1632.0/24 10.160.3

c

VPN State Current Version Action

Logged in a minute
ago

2305355 B

1ot 1items < [1]

20/ page

2. Select the user name and site name, and click Submit. If an IP conflict occurs between the real
[P-enabled router and any other routers in the mesh network, this router cannot be added to the mesh

network.

InConnect

Administration

Download Client

Select User

Usemname

Username

Select Site

Selected 1 Item

- [ -

< Please select network members

Name
Device02

Email

Serial Number

GL90:

O

Samesl m

3. Check all sites in the mesh network, and select Sites.
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InConnect sits [TUSTN Uses  Administration Download Cient: 0 @ @

Networks

Networks Management

Default Network network01

Creation Time: 2020-11-16 17:30:06 Update Time: 2
network01
Sites  Users Add Members
Name C
Name Signal Serial Number Subnet 3 Virtual 1P VPN State Current Version _ Action
= = Logged out in a few —
Device01 . RTE 62424 10.1632.0/24 101603 o 23.045355 B
seconds
e E Loggedoutinafew
Device02 . GL9021900434188 10.1633.0/24 10.16.04 i 200413042 &
seconds

1-20f2items < [1] > 20/ page @

4.  Check all users the mesh network, and select Users.

Sitas Users  Administration Download Client ()

Default Network network01

! | e Update Time: 2020-11-16 17:30:06
network
Username _ME“EC
Username Email Virtual [P Account Status VPN State Creation Time Action

B

titems < [1] > 20/page

A Caution

If an IP conflict occurs between the real IP-enabled router and any other routers in the mesh network, this
router cannot be added to the mesh network.

Note: 192.168.2.0 already exists in the mesh network. If the IP address of the device to be added is also 192.168.2.0,
an IP conflict occurs and therefore this device cannot be added to the mesh network.

6.1.3. Deleting a Mesh Network

1. Before deleting a mesh network, delete all users and sites in the mesh network. Removed sites will be
added to the default mesh network. Choose Sites>Removesite on the Networks page.
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DownloadClient [ @ .

Defaul ork network01
Creation Time: 2020-11-16 17:30:06 Update Time: 2020-11-16 17:30:06
network01
Users Add Members
(o]

Name

Name

Signal Serial Number Subnet D Virtual IP VPN State Current Versmn

" 23015355 =

RT6151044462424 10.1632.0/2

2. Choose Users>Remove user to delete all users of the mesh network.

- v

Download Client ()

network01

| Creation Time: 2020-11-16 17:30:06 Update Time: 2020-11-16 17:30:06

(e]
Virtual IP Account Status VPN State Creation Time

1items u 20/ page
)

Username Email

yandj@inhand.comen  yandj@inhand.com.a

3. Select the target mesh network name, and click the Delete icon to delete the mesh network.

Download Client ()

Networks Users  Administration

Networks

m— ﬂ | Creation Time: 2020-11-16 17:3006 Update Time: 2020-11-16 1730:06
Stes  Users
Name C
Name Signal Serlal Number Subnet D Virtual IP VPN State Current Version  Action

A Caution

If an IP conflict occurs between the real IP-enabled router and any other routers in Default Network, this router
cannot be removed from the existing mesh network.

Note: 192.168.2.0 already exists in Default Network. If the IP address of the router to be deleted is also 192.168.2.0,
an IP conflict occurs and therefore this router cannot be removed from its existing mesh network.

6.2. Configuring a Star Network
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The star network is used for telecommuting. It allows you to access servers in the company's intranet through
the InConnect channel when you are at home or on a business trip.

The star network is only applicable to the telecommuting scenario. If you need to remotely access onsite
devices such as PLCs, select Mesh Network.

Database

WEB
Server

’\‘\l
Z

“» OA System
N

6.2.1. Adding a Star Network

1. Seclect Networks, click +, enter the network name, select Star Network, enter the center IP address, and
click Submit.

Create Network

B

Description:

+ Network Type: Mesh Network Star Network [EXH

Graphic example ®
Members of this network can connect with each other.

Graphic example ®
Only nodes of this network can have access to the center.

# Select Center:  Device01

Center |P Address:  10.5.20.0

S

2. Select the user name and site name, and click Submit.
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InConnect

Select User

Usemame

Selected 1 Item

Username

€ Please select network members

Clear

Email

yandj@inhand.com.cn

Select Site

Name

Name

E 20/ page

Serial Number

O

Check the information about the newly created network.

InConnect

Networks
Networks Management

Default Network

starnewwork (B2

Sites Users  Administration Download Clent 0 @ (@)

tar network LR
Creation Time: 2020-11-17 09:33:33 Update Time: 2020-11-17 0
Center C
Name Signal Serial Number Real IP 2 Virtual IP VPN State Current Version
Le ed out a few second:
Device01 i RT6151944462424 105200/24 101603 ;‘i“ OUERTEW 20T 2 prsany
Node Add Members o]
User Sites Usemame
Username Email Virtual IP Account Status VPN State Creation Time Action

_ = Latest logged in 20
yandj@inhandcom.cn  yandj@inhand.comen - valid 4days ago E

hours ago
otiitems < [1]> 20/page

Z)

Use the WAN port of the router to access the network. Check the network information obtained through

the WAN port.

223 e

WAN(STA)

MAC Address
Connection Type
IP Address
Netmask
Gateway

DNS

MTU

Status
Connection time
Remainding Lease

‘ Renew | Release |

ir|.l1and b RBRES B M H AR R B RAF] e, 2R, mﬁgmifiéii’é

s Pkt wmEm wNgE TR SN RS
EHEBTERERR, B MER!
RGEE L= o)

00:18:05:10:CE:BF
Dynamic Address (DHCP)
10.5.20.181
255.255.255.0
10.5.20.254
219.141.136.10,8.8.8.8
1500

Connected

0 day, 00:00:42

0 day, 07:59:26
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5. Use the OpenVPN client to access the network segment of the WAN port of the router. Note: Ensure

"I
that you enable the OpenVPN connection

EHECAWINDOWS\system32\cmd.exe
Gzl : ing 10 :

ite 1 d tri
Minimum = Zms, M

6.2.2. Adding a Site or User to a Star Network
1. Choose Networks>Add Members.

(2Z InConnect sits WOCTOUE  Users  Administration Download Client 0 @ .

Networks

Networks Management

Default Network star network
| Creation Time: 2020-11-17 09:33:33 Update Time: 2020-11-17 09:33:33
Center Cc
Name Signal Serial Number Real IP Virtual IP VPN State Current Version
Deviced . RT6151944462424 105200/24 10,1603
Node
Name signal Serial Number Virtual IP VPN State Current Version Action
L . e Logged in a few seconds g —
Device01 3 RT6151944462424 10.16, a0 = 3.015355

ago

2

2. Select the user name and site name, and click Submit.
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InConnect

Administration

€ Please select network members

Select User

Selected 1 Iltem

Username

Select Site

Name

Selected 1 Item

Name

Email

Serial Number

Clear

]

Clear

Cancel

3.

Check the information about the added network.

Networks
Networks Management

Default Ne

star network [ER0

Center
Name Signal Serial Number
. RT615
Username
Email

Update Tims

Real IP

Virtual IP

).16.02

Account Status

Virtual IP

VPN State

VPN State

Creation Time

an hour ago

Current Version

Action

6.2.3. Deleting a Star Network

1.

InConnect

Administration

Select Networks, and click the target network name in the Network Management list.

Networks
Networks Management

Default Network

l star network [0

star network [T

Creation Time 1

Center
Name Signal Serial Number
Node
Username Email
yandj@inhand.com.cn n

Update Time:

Real IP

Virtual IP

0.160.2

-30 -

Account Status

valid

Virtual [P

VPN State

VPN State

Creation Time

an hour ago

Current Version




2. Select Sites, and click the Remove site icon.

Networks

Networks Management

Defaut Network star network [Ty

Creation Time: 2020-11-17 10:56:31 Update Time: 2020-11-17 10:56:3
star network [0

Center c

Name Signal Serial Number Real IP Virtual 1P VPN State Current Version

Device01 ' RT6151944462424 10.5.20.0/24 10.1603 Logged out a minute ago 23005114

Node Add Members o3
User Name

Name Signal Serial Number Virtual [P VPN State Current Version Action

Device01 . RTG15194441 101603 Logged outaminuteago 2305114
Device02 101604 Loggred utafow S oo
2g0

3. Select the target network name, and click the Delete icon to delete the star network.

InConnect

Networks

Networks Management

Default Network star network [T

Creation Time: 2020-11-17 10:56:31 Update Time: 2020-11-17 10:56:3
st network [0 |
Center [
Name Signal Serial Number Real IP Virtual IP VPN State Current Version
Device01 @ RT6151944462424 105.200/24 101603 Logged out2 minutes ago 23045114

e

Name signal

Serial Number Virtual 1P VPN State Current Version Action

2424 101603 Logged out 2 minutes ago 2305114 &

1-10f 1 items 1 20/ page

Device01 . RT615194446:

7. User Management
1. Adding a user

a. Click Users and then Add to create an account for another system user.

Download Client ) @

InConnect Sites  Networks  Map
e/ Users
User List
Name Q [ol +Add BExport
: virtual  Account Login Creation
Name Email Network Tag @ Multiple VPN State Action
[ Status Permission Time

Logged in 6 minutes
test1@inhand.com test1@inhand.com.cn Default Network 101602 valid £ Allowed 18 hours ago £ L Morev
ago

m 10/ page

b. Fill in the information of the added user.
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Create User
# Name:
% Email :
Role:  Normal user(Non-admin)
Network:  Default Network
Login Permission: (@) Allowed Not Allowed

Effective duration:  Permanent

Cancel n

A Caution

Login Permission: indicates whether to allow the user to log in to InConnect. After a user with Login Permission
set to Allowed is added, InConnect will send an email containing the login information to the mailbox of the user. If
you want to create an account that can only be used to access the network but cannot log in to InConnect, set Login
Permission to Not Allowed.

2. Role description: InConnect supports two user roles that have different permissions on system functions.
e  Administrator: has the permission to view all the data and the network management permission.

e  Common user: only has the permission to perform basic operations on the devices in the specified
type of network.

3. Multi-terminal description:

InConnect i etwor ta sers in Download Client [ @ .

User List

Name Q [Ol +Add BExport
. Virtual Account Login Creation
Name Email Network Tag Multiple VPN State Action
[ Status Permission Time
Logged in 8 minutes
test1@inhand.com. test1@inhand.com.cn Default Network 101602 valid p Allowed 18 hours ago S L rev
1 10/ page

e If Multiple is enabled for a user, the user can access remote devices on multiple terminals in a
secure manner.

e  The virtual IP addresses of multiple terminals are different. Therefore, after Multiple is enabled,
the Virtual IP column is no longer displayed on the web page.

8. Router/Gateway Management
8.1. Router Details

e  Click Sites, and select a router name on the Routers page to check the router details.
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InConnect Networks ~ Map  Users  Administration

Address: ap.ics.inhandiot.com:43693

Sites Home / Sites / Sites
Alerts
Routers/Gateways 1 End Devices 1
Tasks P———
All 1 © Online 1 Offline 0 % VPN State: Al Name + Add E cC®
Firmware
Config ) Name Serial Number ) Virtual IP VPN State Subnet Network Tag Monthly Data Usage Action
Logged in 10
GT9022036001652 101603 93 1016320724 Default Network 290498 B 6 @ &
minutes ago

[1]> 20/page

You can perform operations on online routers, such as remote web management, remote configuration,
forced offline, and firmware upgrade.

InConnect Networks ~ Map  Users  Administration

¢ Device 01 23 3 Web management
Alerts
Serial Number: GT9022036001652 Device Models: 1G902 Firmware Version: 2.0.0.r14249 .1

Sites

Tasks

Online Time: an hour ago Network Tag: Default Network Subnet: 10.16.32.0/24
Firmware Virtual IP: 10.16.03 Creation Time: 2023-03-0118:11:18 Update Time: 2023-03-02 10:02:44
Config

Basicinfo  Cellular Signal  End Devices  Config

Detailed Information

IP: 182.150.21.232 Phone: Address: &
IMSI Configure synchronization state: SYNC succeeded Login Protocol: mqtt
IMEI: 863138041060579 iccip
Flow Status Total: 0.0B By Day 2023-03
o8 ®
08
04
« 0.2
008 %

8.2. Remote Web Management

e You can access the router’s web management page remotely through InConnect.

e Click = to go to the router’s web management page, and perform remote router management on
this page.
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Address: ap.icsinhandiot.com:43693

Sites Home / Site: Sites.
Alerts

Routers/Gateways 1 End Devices 1

Action

EE:E’

»

[1]> 20/page

[ EdgeGateway
16902H

GT9022036001652
00:18:05:14:0e:69
00:18:05:14:0e:6a

2.0.0.r14249
2017.01.r14213
2023-03-02 10:14:00

2023-03-02 10:14:03
0 Day 01:27:00

Tasks
All 1 © Online 1 Offline 0 VPN State:  All Name E cC®
Firmware 1
Config @ Name Serial Number @ virtual 1P VPN State Subnet Network Tag Monthly Data Usage
Logged in 11
* ¥ Device 01 GT9022036001652 101603 10.1632.0/24 Default Network 200.73k8
minutes ago
«
> C & 64000651989c8f07ab0757cc.ics.inhandiot.com:83/overview & 2
S
- . oo
3%, InGateway Overview & Network ® Edge Computing 83 System 88 Advanced
Network Connection Status System Information
@ Exteral Network Name
WaN P 1052496 Time
Model
Gateway 10524254 Locatien
ONs 0000 = Station Role Client Serial Number
Wireless State Disconnected MAC Address
5 GEO/! et SSID 123123123
1P Address 1052496 IP:Address 000 Firmware Version
n 255,255 * Disconnect
Netmask 2552552550 Status isconnected Bootioader Version
Geo2 SetU Signal Level
1P Address 0000 Register Status Registering Device Time
Netmask 0000 Connection Time 0Day 00:0000 Host Time
IPhddress 0000 System Up Time:
,,,,,,,,,,,,, Netmask 0000
ONS 0000 Python Edge Computing Engine
B

Python SDK Version

Performance And Storage Flow Usage Monitoring(Day) Flow Usage Monitoring(Month)

Memory 14% Used 1452 MB/ 1002.3 MB Used data [} B

Flash 3% Used 176.6 MB/ 6.4 GB

33%

8.3. Delivering the Connection Configuration

Enable

143

e After a router or a downstream device is added, InConnect automatically delivers the

configuration to create a secure network connection.

running

e  When a router is online but VPN is in logout state, you can click the running configuration delivery

button to set up the connection again.

InConnect Administration

Address: ap.ics.inhandiot.com:43693

& Sites o Sites / Sites
Alerts
Routers/Gateways 1 End Devices 1
Tasks
® Online 1 Offline 0 VPN State All Name
Firmware
Config @ Name Serial Number @ virtual 1P VPN State Subnet Network Tag Monthly Data Usage
Logged in 11

® % Device_01 GT9022036001652 101603 10.16.32.0/24 Default Network 290.73kB

minutes ago

8.4. Remotely Updating the Router Configuration

Action

QEﬁ

»

[1]> 20/page

You can use this function to update the configurations of routers connected to InConnect in batches.

1. Adding a configuration template

1. Click Config and then +. Select a configuration file or enter the configuration content.
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2. On the local management page of the router, you can download the original configuration file,

modify the configuration file as needed, and then upload the file to InConnect to update the router
configurations in batches.

Create Configuration Template

#Template name: | template_01
Device Models: 16902

Import config file L, Select a file

@ running_config (4).cnf

* Configuration content: '
#system config
language English
hostname EdgeGateway
ip domain-name

edgegateway.com.cn

Description

Cancel

Select the routers to which you want to deliver the configurations. Then, the configurations are updated
in batches.

1.

Online routers update their configurations as soon as they receive the configuration command
2.

Offline routers will update their configurations after they are online again.

Router/Gateway Name Serial Number

© Device 01 GT9022036001652

Current Version

20014249

1item selected  Clear

10/ page

On the configuration details page, you can view the update progress and status of all the routers to
which this configuration is applied.
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InConnect

B (Sites & template 01 o]
[ Alerts
Z Tasks
Model: 1G902 Version description:
Firmware z
Gy #system config

language English
hostname EdgeGateway
ip domain-name edgegateway.com.cn

clock timezone UTC-8
service password-encryption
#log config L

1 0 1 0 0
F
seletediiagters Pending Executing Completed ailed
Selected routers Batch config
Router/Gateway Name Serial Number Current Version Status
® Device 01 GT9022036001652 200514249 Executing

[7]> 10/page -

4. On the Configuration List page, you can view or delete a configuration or update configurations in
batches.

InConnect

) sites ome / Sites / Config
Alerts Configuration List e

o Tasks

Firmware Q All Models

53 Config

Template name Device Models  Creation Time Description Status Action

template 01 16902 2023-03-02 10:18:35 o— | View details  Batch config
E] 10/ page

8.5. Remotely Upgrading the Router Firmware

You can use this function to upgrade the firmware for routers connected to InConnect in batches.
1. Adding the firmware

1. Click Firmware and then +. Select the firmware you want to upgrade and click OK. The firmware
is uploaded to InConnect.

Create Firmware

Select the firmware:;

# 1G9-V2.0.0r14249.bin

Firmware Name:  1G9-V2.0.0.r14249.bin
Firmware Version:  V2.0.0.r14249

Device Models:  1G302

Timeout: O
5 min

Version description

2. In the router list, select routers, and click OK to upgrade the firmware of the selected routers.
1. Online routers perform the upgrade task as soon as they receive the upgrade command.

2. Offline routers will perform the upgrade task after they are online again.
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Select Routers

Name

Router/Gateway Name Serial Number Current Version

© Device 01 GT9022036001652 20014249

Titemselected  Clear 10/ page

3. On the firmware details page, you can view the firmware upgrade progress and status of the related
routers.

InConnect

B (Sites € 1G9-V2.0.0.r14249.bin S
[ Alerts
Z Tasks
Model: G902 Firmware Version: V2.0.0.r14249 Version description:
¢ Firmware y 4
5 cons 1 0 1 0 0
Selected routers Pending Executing Completed Failed

Selected routers Batch upgrade
Router/Gateway Name Serial Number Current Version Status
® Device 01 GT9022036001652 20014249 Executing

[1])> 10/page

4. On the Firmware List page, you can view or delete a firmware record or upgrade the firmware in
batches.

InConnect Networks ~ Map  Users  Administration

@ Sites Home / Sites / Firmware

[ Alerts Firmware List e
[z Tasks
Firmware Q All Models
@ Config
Firmware Name Device Models Firmware Version  Creation Time Description Progress Action

1G9-V2.0.0.r14249.bin 16902 V2.0.0.r14249 2023-03-02 10:20:53 o | View details Batch upgrade o
(7] 10/page

8.6. Tasks

¢  On the Tasks page, you can view the tasks delivered by InConnect to routers, and redeliver or cancel
these tasks.
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InConnect Users  Administration
sites Home / Sites / Tasks
Alerts
Al Executing 0 Pending 0 Faled  Completed
Tasks a8
Firmware Alltypes Q
Config
Router/Gateway Name Type Status

Device_01
Device_01
Device_01
Device_01
Device 01
Device_01
Device 01
Device_01
Device_01

Device_01

9. Consumption

Import Firmware Package

run config apply

Remote Web Management

run config apply

run config apply

run config apply

run config 2pply

run config apply

run config apply

fetch running config

COMPLETED

COMPLETED

COMPLETED

COMPLETED

COMPLETED

CANCELED

CANCELED

CANCELED

CANCELED

COMPLETED

Progress

— Q

— O

Created By

System

System

testi@inhand.com.cn

test1@inhand.com.cn

System

System

System

System

System

System

Creation Time

2 minutes ago

4 minutes ago

9 minutes ago

20 minutes ago

25 minutes ago

33 minutes ago

34 minutes ago

35 minutes ago

36 minutes ago

16 hours ago

Start Time

2 minutes ago

4 minutes ago

9 minutes ago

20 minutes ago

25 minutes ago

33 minutes ago

34 minutes ago

35 minutes ago

36 minutes ago

3 minutes ago

Update Time

a minute ago

4 minutes ago

9 minutes ago

20 minutes ago

25 minutes ago

25 minutes ago

33 minutes ago

34 minutes ago

35 minutes ago

3 minutes ago

Q

Action

c

C

¢ On the Consumption page, you can view the traffic consumed by a router or user to create the secure

connection.

e  The total connection duration and total traffic are updated every hour, and the detailed usage of routers
and users is updated every minute.

InConnect Sites

Networks  Map

[S8  Administration

& Consumption Home / Administrat
gilling
Auditlog

Company Info

19h 58

Detailed Usage of Router/Gateway (1

2023-03-02

Name

Device 01

https://ics.inhandiot.com/admin

10. Billing

Consumption

Total Connection of This Month

Detailed User Quantity (1)

All Routers/Gateways

Serial Number

GT9022036001652

Total Data of This Month

Used Traffic

199.71 KB

530.93

20444

Usage Time

10h 16min 185

23649

O

10/ page

e The InConnect service is billed based on the traffic that is used to create the secure connections between

all clients and users.

e  On the Billing page, you can recharge the account for the networking services provided by InConnect.
Before payment, you must agree with the Payment Terms.
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InConnect Networks  Users DownioadClient 0 ® ‘

Consumption Settlement

Billing
¥0.09 18.43MB

Payment Charges Consumption Details Monthly Bill

sunzd@inhand.com.cn

¥ 100 ¥ 200 ¥ 300 ¥ 500

Alipay WeChatpay ~ @

A Caution

To ensure normal service connection, InConnect provides a 10-GB traffic credit. If you do not recharge
your account after the 10-GB traffic credit is used up, your InConnect service is suspended. After you
recharge your account to the traffic credit, your service is restored immediately.

e  After recharging, you can view your charges details on the Charges tab page or download the receipt to
view your order details.

e InConnect updates your consumption logs periodically on theBilling page based on your usage.

e [t sends a monthly bill through email on the first day of eachmonth, and the bill records your traffic
consumption and billing information of the previous month.

Download Cient 0 @ (@

Billing
¥009 18.43 M8

Payment Charges Consumption Details Monthly Bill

Order Number Order Account Time Amount Pay Handle

2019-11-01 09:56:11 ¥100 Alipay Download

C520191101005 sunzd @ir

11. FAQs

e QI1: How many user accounts and routers can I add to one InConnect account?

Al: You can add a maximum of 4,000 user accounts and routers. A router can connect to a maximum of 254
downstream devices.

e  Q2: How is the InConnect service billed?

A2: It is billed by the data traffic generated by the VPN channel communication between routers, end devices
and users at a unit price of US$ 2.5/GB.

e Q3: What is the minimum monthly traffic for a router if it does not generate any traffic data and
the network is normal?

A3: About 30-40 MB.
e Q4: Where is the InConnect server deployed? Amazon in U.S. and Amazon in China?

A4: For users in China, the server is deployed in Amazon in China. For users outside China, the server is
deployed in Amazon in U.S.

12. Appendix: Router Networking

-39



Method 1: Access the network through dial-up or SIM card

The following takes IR915 as an example. For details about networking of other devices, see the hardware
user manual or visit https://www.inhandnetworks.com/.

1.

Press the
button next to
the SIM card

ANT
antenna

Connect
to the PC

Insert the SIM card to the slot 1 and tighten the 4G LTE antenna to the ANT terminal.

& Caution

When inserting or removing the SIM card, you must disconnect the device from the power supply to avoid
data loss or damage to the device.

2.
3.

Open the browser and log in to the device. (See Method 2: Ethernet).

Choose Network>>Cellular>>Enable. Wait until the network connection status is Connected and an IP

address is allocated. Then, the network is connected through the SIM card. If a private network card is
still used, fill in the dial-up parameter set.

Network >> Cellular

inphand
(| ot
Administration |2
Network ®
Services L Ermate
Link Backup >
Profile
L) ’ Roaming
Flizet " | pincode
EH Bl sicnicnpe
B " | staticlp
Industrial * | Connection Mode
Tools * | Redial Interval
Wizards * | ICMP Detection Server
ICMP Detection Interval
ICMP Detection Timeout
ICMP Detection Max Retries
ICMP Detection Strict
Show Advanced Options
Profile
Index N“T*y";"’k
1 GSM
GSM
Save Configuration
Apply & Save |

Your password has security risk, please click here to change! =

SIM1 SIM2

auto  v|[auto v

v v

Auto

Always Online

10 s

[30 s

5 s

5

Auth

APN Access Number it Username Password
3gnet *g9mr1% Auto aprs

|[Auto+
Add[1/10]
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Network >> Cellular

inhand m
Administration i Your password has security risk, please click here to change! »
Network %
Services i Modem
Link Backup » | Active SIM SIM 1
Routing » | IMEI Code 0x8095B6FE
Firewall i IMSI Code 460031025281133
vile v ICCID Code 89861119040282613390
Signal Level = (16 asu -81 dBm)
APP R
Register Status registered
il ’ Operator China Telecom
Tools " | Network Type 26 (CDMA)
Wizards * | LAC
Cell ID
Network
I Status Connected I
IP Address 10.164.84.169
Netmask 255.255.255.255
Gateway 172.22.209.124
DNS 218.6.200.139 61.139.2.69
MTU 1500
Connection time 0 day, 00:01:51
Connect | Disconnect
Save Configuration

4. When two SIM cards are inserted to the device, select Dual SIM Enable.

! Hetwork >> Callular English | = Usermare: s
inpand
| catr tagaut
skt ) Vour password has security rsk, please click here 1o changel «
Hetwork - -
o Enable £ ) =
S s s o
(kickp f ot s
- - Alarm Summar
foming o
Pt
el A
e
ndusat s Goin
Tesis 0
e
sho posns (2]
20 (0 disable)
i
w500
i
o .
5 0 cisabi
ECT
0 cisabie
atie)
€50 Detect Interval disabie

Method 2: Ethernet

The following takes IR915 as an example. For details about networking of other devices, see the hardware
user manual or visit https://www.inhandnetworks.com/.

Disable the "cellular interface" when accessing the network without the SIM card; otherwise repeated dial-up
is performed, interfering the network connection.

Metwork > > Cellular
[ |[[cellular |

Enable

| Apply & Save Cancel

1. Connect the LAN (FE 1/1 or GE1/1) port to a PC and the WAN port to the Internet.
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Connect to
the Internet

Connect
to the PC

2. Set the IP addresses of the PC and router to be in the same network segment.
Method 1: Automatically get the IP address (recommended)

Method 2: Use a fixed IP address. Set the EF/GF ports of the PC and router to be in the same network
segment. Set the initial IP address of the router to 192.168.2.1 and the subnet mask to 255.255.255.0. Select
Use the following IP address. Enter an IP address ranging from 192.168.2.2 to 192.168.2.254, a subnet
mask 255.255.255.0, and the default gateway 192.168.2.1, and then click OK.

General
General  Alternate Configuration
s L 2 2 : ‘fou can get IP settings assigned automatically if your network supports
\:ﬁqu vk gg_t i sethngs‘_, assigned automatically if your net\u\orlf S.UDDOHE this capability. Otherwise, you need to ask your network administrator
is capability. Otherwise, you need to ask your network administrator for the appropriate IP settings
for the appropriate IP settings. ppropr 0s.
(0) Obtain an IP address automatically
(®) Use the following IP address:
IP address: 192 .168 . 2 . 10
Subnet mask: 255 ,255 ,255 ., 0
Default gateway: 192 .18, 2 . 1
I (8) Obtain DNS server address automatically I Obtain DNS server address automatically
() Use the folowing DNS server addresses: (®) Use the following DNS server addresses:
l:l Preferred DNS server: 8 .88 =8
Validate settings upon exit Advanced. .. [ validate settings upon exit Advanced...
[oc ]/ conl | Cancel
Automatically get the IP address Use a fixed IP address

3. In the address bar of the browser, enter the default gateway address 192.168.2.1 to enter the gateway
web login page.

- C @]|192.168.2.1

4. Enter the username and password and then click Sign In.
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Sign in
http://192.168.2.1
Your connection to this site is not private

Username  adm username : adm

Password | ssesses password : 123456

Choose Network>>New WAN. Configure an [P address for the WAN port to connect the router to
Internet.

I
New LAN

New WAN

MNew Cellular

New IPsec Tunnel

IPsec Expert Config

MNew L2TPv2 Tunnel

Save Configuration

MNew Port Mapping

We recommend that you select Dynamic Address (DHCP). If you select Static IP Address, manually
configure the network parameters and then save the configuration.

Wizards >> New WAN

New WAN
Your password has security risk
Wizards >> New WAN Interface fastethernet 0/1 v
T Type Static IP
Your password has security risk, please click here to changel * Prmaryile: 516156
Netmask 255.255255.0

Interface fastethernat 0/1 Gateway 105.16.1

Type Dynamic Address (DHCP) ¥ Primary DNS 8888

NAT @ NAT B

Apply & Save | Cancel Apply & Save Cancel

Dynamically allocate the IP address Configure parameters of the static IP address

Choose Tools>>Ping. In the Host field, enter a common Chinese website to test whether the router can
connect to the Internet. If the following figure is displayed, the router can connect to the Internet.
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Tools >> Ping English |52 Username: adm

) =

Administration » Your password has security risk, please click here to changel x
»

Network = -
Services » . . B :

Host baidu.com Pin.
Link Backup » Rt Total Alarms: 0
Routing ra| Bing colit @ Alarm summary
e . | Packetsize 3z Bytes
VPN > Expert Options L | &3 _ v

Sto

AP ’ [
Industrial * | [FInG baidu.com (22e.181.38.148): 32 data bytes
ol » | a0 bytes from 220.151.35.143: seq=p tt1-53 time=40.986 ms

|40 bytes from 220.181.38.148: seq-1 ttl-53 time=40.465 ms
Wizards + | a0 bytes from 220.151.35.143: seq=2 tt1=53 time=39.263 ms

40 bytes from 220,181.38.148: seq=3 £tl-53 time=4.912 ms

--- baidu.com ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss

|round-trip min/avg/max = 39.263/40.406/40.986 ms

Save Configuration
4

Method 3: Wi-Fi

The following takes IR915 as an example. For details about networking of other devices, see the hardware
user manual or visit https://www.inhandnetworks.com/.

Disable the "cellular interface" when accessing the network without the SIM card; otherwise repeated dial-up
is performed, interfering the network connection.

Metwork > > Cellular

Enable

| Apply & Sm-'e.!. Cancel

1. Use a network cable to connect the PC to the gateway LAN port, and connect the Wi-Fi antenna to the
WLANI1/2 port.

Wi-Fi
antenna

Connect
to the PC
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2. Set the IP addresses of the PC and the router to be in the same network segment. (See Method 2:
Ethernet).

3. Access the device web management page. (See Method 2: Ethernet).

4. Choose Network>>WLAN, select Client from Interface Type, enter the Wi-Fi parameters, and then
click Apply & Save. Click the Status tab. The network connection status is Connected.

Network >> Wi-Fi

inhand
] i Il
Administration * Your password has security risk, please click here to change! =
Network L
Services X Enable .
e i Station Role Client ¥
ink Backup
Default Route !
Routing E g _
SSID inhand1-5G
Firewall L3
Scan
VPN G
Auth Method WPAZ-PSK ¥ |
APP b n
Encrypt Mode AES v
Industrial 2
i WPA/WPA2 PSK Key
Tools k
Wizards ' [ Apply & Save Cancel
anancl Network >> Wi-Fi
[status]| | I
Administration ¥ Your password has security risk, please click here to change! =
Network L2
Wi-Fi Status
Services *
Link Backup 4 Station Role Client
Routing v | [Status Connected |
o v | SsiD inhand1-5G
PR » | MAC Address 04:7:0e:01:08:37
Auth Method WPAZ-PSK
AFP 5
Encrypt Mode AES
Industrial L
|P Address 192.168.200.78
13
Tools Netmask 255.255.255.0
Wizards * | Gateway 192.168.200.1
DNS 61.139.2.69 202.98.96.68
Connection time 0 day, 00:00:06

5. Choose Wizards>>New WAN, and configure the parameters as follows:

Wizards >> New WAN

inhand
Lr}n New WAN

Administration k. Your pass\
Network F
SaruieeE » | jinterface | dot11radio 1 v
i B . | FType [ Dynamic Address (DHCP) ¥
NAT v
Routing b
Firewall k
Apply & Save Cancel
VPN k :
APP b
Industrial k
Tools k
Wizards k
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6. Choose Firewall >> Network Address Translation (NAT). If a connection named dotllradio 1 is
displayed, Wi-Fi is connected.

-
i:]?}n' A Firewall > > NAT

Administration L Your password has security risk, please click here to change! =

Network 4
) i Network Address Translation(NAT) Rules
Services
Link Backu v . Source Match Translated .
E, Action  \etwork  Conditions Address Pexctiphon

Routing ' SNAT Inside ACL100 cellular 1

Firewall ’ I SNAT Inside ACL179 dot11radio 1

o , Add || Modify || Delete
APP r

o » | Inside Network Interfaces

In “5“‘5'
Tools v D Interface
I o 1 gigabitethernst 0/1

e 2 1 a

Addr1/100]

Qutside Network Interfaces

> Interface
1 dot11radio 1
2 cellular 1
[3 | | gigabitethemet 012 v

Add([2/100]
Apply & Save Cancel
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